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Have you HEARD?

NCLB Not Working? The Class of 2011 was the first class to take the SAT to have been includ-
ed in all NCLB testing. They were third graders when testing began, therefore being the young-
est to start testing. If NCLB did what it was suppose to do, the achievement gap between white/
affluent students and poorer minority test takers should be closing. Although recent data from
ACT shows the gap to actually be widening, what do the SAT results say? The news is not good.
In reality, it appears that NCLB had a negative effect of SAT-takers, since a comparison between
the 2005-2006 scores and the 2010-2011 scores shows a two point drop in reading and math
skills, and a five point drop in writing overall. But what about the achievement gap? Again, the
results are not on NCLB’s side. Students of Asian heritage gained an average of 36 points from
2006 to 2009, while all other groups declined. African American and Puerto Rican students fell
14 points, Native Americans fell 11 points, Hispanic scores dropped 8 points, and white students’
scores fell two points. What was confirmed by the data, was that economic status does have a
great deal of influence on educational attainment. For every $20,000 increase in income, SAT
scores increased. The higher the educational attainment of the students’ parents, the higher the
scores. Perhaps the influences outside of the classroom have more of an effect than anything that
can be done in the classroom for the average students? High stakes testing appears not to be the
answer.

School Consolidation. School consolidation in Illinois seems to be on the move. HB 1216
establishes a commission to review the fiscal realities of the state supporting the current 868
Illinois school district. The commission will be comprised of four members of the General As-
sembly (one selected by each of the four caucus leaders a’la the Debt Reduction Commission
recently established at the federal level as a condition for raising the debt ceiling), and 14 indi-
viduals representing education management and unions in Chicago and statewide, a rural district,
a suburban district, high school districts, the PTA, and the ROEs. Illinois State University’s own
Lynne Haeffele of the Center for the Study of Education Policy has been tapped to coordinate the
research and final report. Recommendations are due by July 2012.

Teacher Drug Testing: It was only a matter of time after the Supreme Court stated in its deci-
sion in Earls that suspicionless drug testing of students was necessary to ensure a safe harbor
within a drug infested society. In the Earls case, the Supreme Court, ignored its earlier ruling in
Vernonia v Acton which required that showing of a drug use problem within the district before
suspicionless drug testing of students would be allowed, deciding instead that the mere fact that
schools had a duty to safe guard students from the ills of society. Carrying the Court’s reasoning
to its natural conclusion, the idea that safety also required suspicionless testing of teachers and
school staff as well, was a natural extension of Earls. The Illini Bluffs School District teachers
understand that line of reasoning. Although back in school after reaching an agreement without a
drug testing clause, the opening of school was delayed while the teachers went out on strike. The
school board at Illini Bluffs wanted to add a random drug testing of union members to the three-
year bargained agreement. The teachers were shocked at the suggestion.

Waivers for NCLB: Arne Duncan has decided to unilaterally override the accountability provi-
sions of NCLB. After finally coming to the realization that the 100% proficiency by 2014 is, and
always was, unobtainable, AND that the NCLB was not going to be reauthorized with modifica-
tions in the near future, Duncan realized that he had no alternative by to start offering waivers.
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He assured educators, however, that such waivers would only be available for those states which
had already adopted their own testing and accountability programs. “This will not be a pass on
accountability. There will be a high bar for states seeking flexibility within the law.” Last year
38,000 of 100,000 public schools failed to meet AYP. It is predicted 80,000 (80%) of the schools
will fail this year. In Illinois, by 2010 64% of public schools failed to meet AYP. Rep. Kline,
head of the House education committee, questioned whether Duncan had the legal authority to
make such unilateral changes. He stated, “I remain concerned that temporary measures instituted
by the department, such as conditional waivers, could undermine efforts of Congress.” For a
waiver to be approved, states would need to show that they were adopting higher standards to
make their students college- and career-ready at graduation, were working to improve teacher ef-
fectiveness, and institute teacher evaluations based on student performance on standardized tests.

Vouchers, Vouchers, Vouchers: Voucher legislation was on the legislative agenda of more than
25 state legislatures during this past year. Illinois was included in that number. Several have
ended up in court (See Administrative Issues below.) Senate Bill 1932 allowing for vouchers in
Chicago stalled for lack of votes. It almost appears as if “voucher-mania” has peaked in Illinois.
One reason for this may be that recent research shows no concrete evidence that vouchers im-
prove student learning. The argument by pro-voucher groups has now shifted away from learn-
ing and toward improved graduation rates and parental satisfaction.

Concussions: A bill was signed into law which requires student-athletes with concussions to ob-
tain a medical release before being allowed back to practice and released to play. It also requires
additional education for coaches, parents, referees, and players about concussions and the symp-
toms of concussions. School district must establish educational guidelines and materials.

EmpPLOYEE RIGHTS

Johnson v Poway Unified Sch. Dist., No. 10-55445 (9th Cir. Sept. 13, 2011): For that past two
decades, Poway teacher Johnson had displayed banners in his room stating “In God We Trust,”
“One Nation Under God,” “God Bless America,” “God Shed His Grace on Thee,” and “All
Men Are Created Equal, They Are Endowed By Their CREATOR.” Johnson claimed he had the
right to do so under the district’s policy allowing teachers to display personal messages on class-
room walls. Other teachers had displayed items such as rock band posters, posters of profession-
al athletes, posters with Buddhist and Islamic messages, and Tibetan prayer flags. The district
court had found in favor of Johnson, holding that with the district policy the district had created a
limited open forum for teachers in classrooms, and to forbid Johnson’s messages was viewpoint
discrimination. The Ninth Circuit reversed the lower court’s ruling, stating that applying a “fo-
rum analysis” was incorrect; that a employee-speech analysis was what should have been used.
“Where the government acts as both sovereign and employer, this general forum-based analysis
does not apply.” Consequently, the court used a Pickering five-step analysis. Under this analy-
sis, the court found that (1) Johnson was speaking as an employee rather than a private citizen,
because the speech was occurring in his classroom during class time; (2) the speech owed its ex-
istence to his position as a teacher: “Because of the position of trust and authority they hold and
the impressionable young minds with which they interact, teachers necessarily act as teachers
for purposed of a Pickering inquiry when at school or a school function, in the general presence
of students, in a capacity one might reasonably view as official...Johnson took advantage of his
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position to press his particular views upon the impressionable and ‘captive’ minds before him.”;
(3) the speech in the display was government speech; (4) the principal’s actions to remove the
banners and avoid a potential Establishment Clause violation had a valid secular purpose and
neither advanced nor inhibited religion; and (5) since the speech was government speech and not
personal speech, Johnson’s equal protection rights were not implicated.

C.F. v Capistrano Unified Sch. Dist., No. 09-56689 (9th Cir. Aug. 19, 2011): C.F., a student in
AP History, filed suit alleging a violation of the Establishment Clause after the instructor of the
course made several comments which C.F. found to be hostile toward religion, such as referring
to creationism as “superstitious nonsense.” The district court found a violation of the Establish-
ment Clause by held that the teacher had qualified immunity. The Ninth Circuit affirmed the
lower court’s ruling on qualified immunity. As to the finding of a violation of the Establishment
Clause, however, the court vacated the ruling stating that it did not need to answer that question
in order to determine whether the teacher had qualified immunity. When determining whether

a state official has qualified immunity, the court must ask two questions: (1) whether, taking

the facts in the light most favorable to the nonmoving party, the government official’s conduct
violated a constitutional right; and (2) whether the right was clearly established at the time of the
alleged misconduct. If the answer to either of the questions is “no” then qualified immunity at-
taches. Because the court was “aware of no prior case holding that a teacher violated the Estab-
lishment Clause by appearing critical of religion during class lectures, nor any case with suf-
ficiently similar facts to give a teacher “fair warning’ that such conduct was unlawful,” the court
concluded that the right was not clearly established. This was an answer of “no” to the second
question, therefore qualified immunity attached.

STUDENTS’ RIGHTS

Doe v ElImbrook Sch. Dist., No. 10-2922 (7th Cir. Sept. 9, 2011): In 2009, EImbrook Public
School District announced its intention to hold graduation at EImbrook Church. Parents request
for a permanent injunction was denied by the district court, and summary judgment was entered
for EImbrook. The Seventh Circuit affirmed the lower court, finding no violation of the Establish-
ment Clause. Addressing the issue of “coercion” because of being compelled to enter a “sacred
space” and “viewing prominent religious iconography within” the majority found that “coerced
engagement with religious iconography and messages might take on the nature of a religious ex-
ercise or forced inculcation of religion; but the Establishment clause does not shield citizens from
encountering the beliefs or symbols of any faith to which they do not subscribe.... Graduates are
not forced—even subtly—to participate in any religious exercise...or in any other way to sub-
scribe to a particular religion or even to religion in general.” Without that compulsion to appear
to be worshiping or embracing a religion to avoid exclusion or ostracism is necessary to meet the
criteria of the Coercion Test established by the Supreme Court in the case of Lee v Weissman.
Consequently, the court decided that the more appropriate test would be the Lemon Test, rather
than the Coercion Test. Starting with the second “primary effects” prong of the Lemon Test, the
court stated, “With respect to the effect prong, we ask, in the context of this case, ‘irrespective of
government’s actual purpose, whether the practice under review in fact conveys a message of en-
dorsement or disapproval.” The court refused to ask the question in a general manner—whether
graduation ceremonies held in churches are a violation of the Establishment Clause—stating that
Establishment Clause precedent required fact-driven analysis using the specific circumstances of
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the case at hand. Since the court could not find other instances where EImbrook had in any way
associated itself or endorsed the church, the court held that “there is no realistic endorsement of
religion by the mere act of renting a building belonging to a religious group.”

Heyne v Metropolitan Nashville Pub. Sch., Nos. 09-6383/09-6464 (6th Cir. Aug. 26, 2011):
Heyne, a white football player, was suspended from school for accidentally running over the foot
of an African-American football player with his car as the two were leaving practice. Heyne
tried to apologize, but all he received was a death threat from the other student. When the inci-
dent was reported, the African-American student was not disciplined for his threat. This came
after the high school staff had been told to be more lenient in enforcing the code of conduct
against African-American students. Heyne’s punishment was much more severe. When Heyne’s
appeal was denied by the school district, he filed suit alleging a violation of his procedural due
process and equal protection. He also alleged that the defendants were not entitled to qualified
immunity. The district court denied Heyne’s motion. The Sixth Circuit affirmed in part and
reversed in part the district’s court decision. The court considered the issues of (1) qualified
immunity; (2) procedural due process; and (3) equal protection. Regarding qualified immunity,
the court found that Heyne’s had failed to produce sufficient evidence to show a conspiracy, so it
considered the acts each defendant and resulting qualified immunity separately. As to a lack of
the impartiality required under procedural due process, the court concluded that “Manuel’s [the
principal] ability to impartially determine the appropriate discipline in relation to the incident
had been manifestly compromised—nby virtue of his knowledge of and expressed concern about
student discipline statistics, his instructions to faculty and staff concerning discipline of African-
American students, and his reaction to communications with the parents of D.A.” Manual had
no qualified immunity. The court found Perry and Jones (other administrators instrumental

in determining Heyne’s punishment) lacked qualified immunity for the same reasons of bias.
Chambers and Thompson, higher level administrators, had come in after procedural due process
requirements had been met and therefore were entitled to qualified immunity. As for his equal
protection claim, the court found that the discipline did seem to vary based on race and that
Heynes was arguably subjected to harsher punishment because of his race. All relevant issues
were remanded for further review.

Wolfe v Fayettesville Sch. Dist., No. 10-2570 (8th Cir. Aug. 9, 2011): From 6th to 9th grade
Wolfe was subjected to harassment by fellow students. He was called names like “faggot,”
“queer bait,” and “and “homo.” Eventually Wolfe was homeschooled. While the school district
did not deny the name calling occurred, the district stated that it was not sexual harassment but
was bullying. Therefore, it was never reported to the Title IX coordinator by the school, but
was dealt with under the school’s bullying policy. Wolfe disagreed and filed suit alleging Title
IX peer sexual harassment. The district court found in favor of the school district. The Eighth
Circuit affirmed the lower court, agreeing with the lower court that for a Title IX suit the harass-
ers had to be motivated by the victim’s gender or failure to conform to the gender stereotypes in
order to find liability. Citing the Supreme Court, the Eighth Circuit stated that “to be actionable,
harassment taking place in the school environment must be ‘gender-oriented conduct” amounting
to more than ‘simply acts of teasing and name-calling among school children, even when these
comments target differences in gender.” The court went on to say that “acts of name-calling do
not amount to sex-based harassment, even if the words used are gender-specific, unless the un-
derlying motivation for the harassment is hostility toward the person’s gender.”
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Cox v Warwick Valley Cent. Sch. Dist., No. 10-3633 (2d Cir. Aug. 17, 2011): Cox was a stu-
dent who had frequent discipline problems including violent behavior. Upon writing a fairly
detailed and violent essay for and English assignment, the principal removed him from class and
placed him in an in-school suspension room while he assessed whether Cox posed a credible
threat. When it was determined Cox was not an immediate threat, he was sent home. The next
day the principal contacted Children and Family Services to report a suspected case of neglect.
CFS investigated by concluded the concerns were unfounded. Cox’s parents filed suit alleging

a violation of his First Amendment right of free speech and of his substantive due process for
filing a false report to CFS. The district court granted summary judgment to the school district.
The circuit court affirmed. Regarding the report to CFS, since the principal was working within
his confines of his job description he had qualified immunity. As for the allegation of a violation
of Cox’s freedom of speech, the court stated that an individual must show that his speech was
protected, that an adverse action was taken against him, and that there was a causal connection
between the two. The court never decided whether Cox’s speech was protected because it found
that there was not adverse action taken, regardless of the status of the speech. “Without more,
the temporary removal of a student from regular school activities in response to speech exhibit-
ing violent, disruptive, lewd, or otherwise harmful ideations is not an adverse action for purposes
of the First Amendment absent a clear showing of intent to chill speech or punish it.” As for the
principal’s report to CFS, the court stated, “Allowing such reports to generally constitute retalia-
tion against the children would seriously undermine school administrators’ ability to protect the
children entrusted to them.”

Doe v Covington County Sch. Dist., No. 09-60406 (5th Cir. Aug. 5, 2011): Nine year old Jane
Doe was sexually abused on six occasions by Keyes, an individual who, although not listed as

a person authorized to check her out of school, was allowed by the school to remove her from
school. The school never asked Keyes for identification or for other proof that he was an au-
thorized individual. Once he was arrested and convicted, Doe’s guardian brought suit against
the school district and school officials in their individual capacities. The basis of the suit was
that the defendants were liable under the theory of municipal liability on the grounds that Doe’s
attendance at the school was compelled by state law, therefore a “special relationship” existed
between Doe and the school. This special relationship created a specific duty to protect. The
district court dismissed the suit on the grounds that the school owed no duty to protect Doe; that
there was not special relationship created. The Fifth Circuit reversed in part and affirmed in part.
It affirmed the lower court’s finding of qualified immunity for all defendants, but stated that it
only extended to those sued in their individual capacities. As for the issue of a “special relation-
ship,” the court framed the question as, “Are there circumstances under which a compulsory
attendance, elementary public school has a “special relationship’ with its nine year old students
such that it has a constitutional “duty to protect’ their personal security?” To answer the ques-
tion, the court turned to the Supreme Court decision in DeShaney v Winnebago County, 489 U.S.
189 (1989), where the Court stated that, “the State’s affirmative act of restraining the individual’s
freedom to act on his own behalf — through incarceration, institutionalization, or other similar
restraints of personal liberty — which constitutionally imposes on the State a duty to protect the
restrained citizen from private violence.” It decided that in order to determine whether a special
relationship existed between Doe and the school it had to determine whether the school staff’s
conduct amounted to affirmative acts rather than simple inaction, and whether a deprivation of
her liberty existed sufficient to create a duty to protect on the school. In a Fifth Circuit case,
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Walton v Alexander, 44 F.3d 1297 (5th Cir. 1995), the court sitting en banc stated that a special
relationship between a student and a public school “only arises when a person is involuntarily
confined or otherwise restrained against his will pursuant to a governmental order or by the affir-
mative exercise of state power.” A school would create a special relationship “if it affirmatively
acts to confine the student against his wll, depriving him of his ability to defend himself.” In a
second Fifth Circuit case, Doe v Hillsboro Indep. Sch. Dist., 113 F.3d 1412 (5th Cir. 1997) the
Fifth Circuit interrated the three factors necessary to establish a special relationship between a
public school and a student, those being “(1) that the students was very young, (2) is physically
restrained by and unable to leave the school’s custody, and (3) is secluded or kept apart from
teachers and other pupils who may witness and protest any instances of mistreatment.” As re-
garding a showing of deliberate indifference on the part of the school, the court concluded: “The
School did act with deliberate indifference to Jane’s safety by checking her out to an unauthor-
ized adult (whom they did not know) without verifying his identity to confirm that he was autho-
rized by Jane’s legal guardian to check her out of school when they had actual knowledge of the
substantial risk to Jane’s personal security created by this policy. The School’s deliberate indif-
ference as exhibited in its maladministration of its own check-out policy, directly and actively
created a known substantial risk to Jane’s safety — which tragically materialized into her repeated
sexual abuse by Keyes.” In the end, however, the court found that a special relationship did exist
between the school and the student creating a constitution duty of care.

T.V. v Smith-Green Cmty. Sch. Corp., No. 09-290 (N.D. Ind. Aug. 10, 2011): Two high school
students were suspended from extra-curricular activities for a year because of behavior they
engaged in during the summer break. During that time, while at a “sleepover” of campus, they
posed with phallic lollipops and then posted the photos on-line. Under the school’s “Extracur-
ricular/Co-Curricular Code of Conduct and Athletic Code of Conduct” the students could be held
accountable for their activities at all times for conduct which could “discredit or dishonor” the
school, even off-season and during the summer. The students filed suit alleging a violation of
their freedom of speech. The district court granted the students” motion for summary judgment,
stating that the policy was overbroad and vague; since it was not clear exactly what speech was
responsible for the discipline the policy had a chilling effect impermissible under the Constitu-
tion. Because the “speech” took place off campus, the district court found that Bethel v Fraser,
478 U.S. 675 (1986) did not apply. Editors Note: To my knowledge this is one of the few, if not
the only case, that provided the same analysis to suspension from extra-curricular activities that
is normally reserved for suspension from the educational program. Normally, extra-curricular
activities can hold students to a higher standard and the location of the speech or activity is im-
material.

D.J.M. v Hannibal Pub. Sch. Dist., No. 10-1428 (8th Cir. Aug. 1, 2011): Statements which
arise to the level of a “true threat” are not protected speech under the First Amendment, regard-
less of the location from which those threats were made. A student at Hannibal High school sent
an instant message from his home computer to the home computer of another student, in which
he told her that he was going to get a gun and kill students which he specified by name. Being
concerned, she contacted school authorities who then contacted local law enforcement. Ulti-
mately D.J.M., who was the student who sent the message, was sent for psychiatric treatment by
the juvenile court and was suspended from school. He filed suit alleging a violation of his First
Amendment right to free speech.
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The federal district court found D.J.M. to have made a “true threat,” therefore his speech was
not protected by the First Amendment. The court went on to say that even if the speech had been
protected, under the “material and substantial disruption” test laid out in the Supreme Court case
of Tinker v Des Moines, 393 U.S. 503 (1969), D.J.M.’s speech had materially and substantially
disrupted the educational environment because in the aftermath numerous parents had contacted
the school and threatened to remove the children because they fear for their safety. Also as a
result, the school district had been forced to drastically increase security. The court stated, “Sev-
eral courts of appeal, including this circuit, have applied ‘school speech’ law to cases where the
communications occurred off of school grounds but their effects reverberated to the classroom.”

On appeal to the 8th Circuit, in affirming the lower court’s decision, the circuit court noted
that none of the Supreme Court’s decisions regarding student speech, Tinker, Bethel School Dis-
trict No. 403 v. Fraser, 478 U.S. 675 (1986), Hazelwood School District v. Kuhlmeier, 484 U.S.
260 (1988), and Morse v. Frederick, 551 U.S. 393, 397 (2007), occurred off of school grounds
or included true threats of violence. This issue, however, had been before the court before in the
case of Doe v. Pulaski Cnty. Special Sch. Dist., 306 F.3d 616 (8th Cir. 2002) (en banc). In Doe,
the 8th Circuit had defined a true threat as “a statement that a reasonable recipient would have
interpreted as a serious expression of an intent to harm or cause injury to another.” The court
also turned to another 8th Circuit case, Riehm v Engelking, 538 F.3d 952 (8th Cir. 2008) as a
case which also included a threat with essentially the same level of specificity and detail as to the
intended violence.

As regarding the ability of the school to discipline D.J.M. for the speech based on Tinker,
the court looked to a 2nd Circuit case, Wisniewski v Weedsport Central Sch. Dist., 494 F.3d 34
(2d Cir. 2007) which also involved off-campus instant messaging of threats of violence. The
court stated that school officials could control off-campus speech if they “might reasonably
forecast substantial disruption of or material interference with school activities,” and that such
instant messages did contain this foreseeability by their very nature. “The Supreme Court has
not yet had occasion to deal with a school case involving student threats or one requiring it to
decide what degree of foreseeability or disruption to the school environment must be shown to
limit speech by students. These cases present difficult issues for courts required to protect First
Amendment values while they must also be sensitive to the need for a safe school environment.”

Alpha Delta Chi-Delta Chapter v Reed, No. 09-55299 (9th Cir. Aug. 2, 2011): Recognized
student groups at San Diego State University receive various benefits including university fund-
ing, the use of the university name and logo, access to campus office space and meeting rooms,
free publicity in school publications, and participation in various special university events.
Numerous fraternity and sorority chapters are recognized as student groups. Alpha Delta Chi, a
Christian sorority, and Alpha Gamma Omega, a Christian fraternity applied for recognition as a
student group. They were denied recognition because the by-laws of both groups require their
members and officers to profess their belief in Christianity. This requirement conflicted with
SDSU nondiscrimination policy. The organizations filed suit against SDSU alleging that the
nondiscrimination policy violated their rights of freedom of speech, freedom of association, and
free exercise of religion under the First Amendment and their right to equal protection under the
Fourteenth Amendment. The district court granted summary judgment to SDSU on all counts.
On appeal, the Ninth Circuit affirmed in part, reversed in part, and remanded the case to the
district court for further proceedings. Whether the nondiscrimination policy was constitutional
on its face was a question that even the Supreme Court declined to address in the recent case
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of Christian Legal Society, a case with no discernible difference than the instant case. Conse-
quently, the court decided to employee the same limit-public forum doctrine analysis applied by
the Supreme Court. Using that analysis, SDSU’s policy would pass constitutional muster if (1) it
was reasonable in light of the purpose of the forum; and (2) it was viewpoint neutral.

Regarding reasonableness, the court looked to the stated purpose of the student organization
program. In the Student Organization Handbook it found that purpose to be “one of the intended
purposes of the San Diego State’s student organization program is to promote diversity and non-
discrimination.” Given that stated purpose, the court found that “requiring student groups to ad-
here to a nondiscrimination policy is reasonable in light of San Diego State’s intended purpose.”
As for viewpoint neutrality, the court concluded “the policy is viewpoint neutral as written, but
that there are triable issues of fact as to whether SDSU has selectively enforced its nondiscrimi-
nation policy.” For that reason, the court remanded the case to the lower court to determine if the
enforcement of institutional policy was done in a viewpoint neutral manner.”

ADMINISTRATIVE ISSUES

Nampa Classical Academy v Goesling, No. 10-35542 (9th Cir. Aug. 15, 2011): The Nampa
Classical Academy (NCA) is a public charter school, formed under the laws of the state of Idaho.
Its curriculum is structured around a “classical liberal arts format.” Therefore, it employs pri-
mary sources as the main teaching material rather than text books. Both secular and religious
primary sources, including religious texts are used. Upon learning of the use of religious texts,
the Idaho Public Charter School Commission told NCA that it was in violation of the state con-
stitution and must cease using them for instruction. A suit was filed against the Commission al-
leging violation of the First and Fourteenth Amendments. The district court dismissed the claims
of the NCA for lack of standing. The claims of the remaining plaintiffs (parents and students)
were dismissed on the grounds that the members of the Commission had qualified immunity. On
appeal, the Ninth Circuit affirmed the lower court. The court agreed, that as a political subdivi-
sion itself, NCA lacked the ability to bring suit. The teacher, however, did have standing as he
was asserting that his First Amendment rights as a teacher were valid. The court went on to state
that the speech of the teacher, parent, and student were government speech, not personal speech,
and therefore not protected under the First Amendment. “A public school’s curriculum, no less
than its bulletin boards, is ‘an example of the government opening up its own mouth,” because
the message is communicated by employees working at institutions that are state-funded, state-
authorized, and extensively state-regulated.”

Indiana State Teachers Ass’n v Indiana Dep’t of Education, No. 49D03-1107-028585 (Super.
Ct. Ind. Aug. 17, 2011): In July 2011 the Indiana Department of Education told school districts
in the state that they were all to start using a teacher contract form provided by the IDE pursu-
ant to state law. The law stated that the districts must use the contract without any changes. The
ISTA filed suit challenging the uniform teacher’s contract on the grounds that it violated both
common law principles of contract law generally and statutory principles of contract specifically.
The Superior Court found for the ISTA and granted a preliminary injunction. The court found
that the uniform contract provided by the IDE failed to satisfy general principles of contract law
because it allowed unilateral amendment by the school district of terms of employment for the
teachers regarding number of hours and days worked. The contract, therefore, failed to “state a
specific duration or ascertainable term of employment” thus was unenforceable. It “converts a
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teacher’s employment with a school to an at-will employment relationship, which is impermis-
sible under Indiana law.”

Doe v Indian River Sch. Dist., No. 10-1819 (3rd Cir. Aug. 5, 2011): Though many would
think this an issue settled many years ago, opening a school board meeting with a prayer vio-
lates the Establishment Clause. The Indian River School District had a practice of including
prayer at school functions — school board meetings, athletic events, banquets, and graduation
ceremonies. A Jewish family alleged in a law suit that this practice created “an environment of
religious exclusion.” In 2005 the federal district court found that the board members as indi-
viduals had immunity from suit, and dismissed the case against them. In 2008 all claims except
those relating to prayer were settled, the remaining claims being voluntarily dismissed after the
suing family moved outside the district. In 2010 the district court granted a summary judgment
in favor of the school district, finding that opening board meetings with a prayer did not violate
the Establishment Clause because, as a statutorily-created deliberative body it fell within those
types of groups which may open its session with a prayer . The Third Circuit reversed the lower
court, concluding that the line of school prayer cases starting with Lee were controlling, not
Marsh and its progeny. The court found that school board meetings, because of potential student
involvement more closely simulated the graduation ceremonies of Lee, and the football games of
Santa Fe; a concern about coercion existed in all. Additionally, the court found that the “narrow
historic context” of Marsh and its statement about deliberative body distinguished it from the
instant case. Quoting from Edwards v Aguillard, 482 U.S. 578 (1987) regarding the historical
approach used in Marsh, “[it] is not useful in determining the proper roles of church and state in
public schools, since free public education was virtually nonexistent at the time the Constitu-
tion was adopted.” Consequently, applying both the Lemon and the Endorsement Test, the court
found that the primary effect and excessive entanglement prongs were both violated, “Given that
the prayers recited are nearly exclusively Christian in nature, including explicit references to God
or Jesus Christ or the Lord, we find it difficult t accept the proposition that a “reasonable person”
would not find that the primary effect of the Prayer Policy was to advance religion.” As to exces-
sive entanglement, it failed on various levels: (1) it was sanctioned through the Board’s institu-
tional authority and enacted through a vote; (2) prayers are recited in official meetings that are
completely controlled by the state; and (3) the Board recites the prayer. Prayer at school board
meetings is unconstitutional.

Joyner v Forsyth County, No. 10-1232 (4th Cir. Ju. 29, 2011): Forsyth County had a past prac-
tice of inviting local clergy to offer an invocation at the beginning of Board of Commissioner
Meetings. There was no written policy and the county did not dictate the content of the invoca-
tion, although they were overwhelmingly Christian. Three residents of Forsyth County filed

suit over this practice, to which the county responded by adopting policy which codified the past
practice. The policy stated that the prayers were “not intended, and shall not be implemented

or construed in any way, to affiliate the Board with, nor express the Board’s preference for, any
faith or religious denomination.” The stated goal of the policy was to “acknowledge and express
the Board’s respect for the diversity of religious denominations and faiths represented and prac-
ticed among the citizens of Forsyth County.” The district court found that the policy violated
the Establishment Clause and issued an injunction against its implementation. Upon appeal, the
Fourth Circuit affirmed the lower court. The court noted the stated neutrality in the policy, but it
also took notice of the overwhelmingly Christian nature of the prayers offered. Moreover, it was
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not the that the policy was neutral on its face that determined its constitutionality, but its primary
effect. “It is not enough to contend, that the policy was neutral and proactively inclusive when
the County was not in any way proactive in discouraging sectarian prayer in public settings...
[policies] that do not discourage sectarian prayer will inevitably favor the majoritatian faith in
the community at the expense of religious minorities living therein.”

Meredith v Daniels, No. 49D07-1107 —PL-025402 (Super. Ct. Aug. 15, 2011): A coalition of
taxpayers, educators, clergy and parents filed suit to challenge the Choice Scholarship Program
(CSP) on three state constitutional grounds: (1) it violates the requirement that the state provide a
system of schools which shall be free and open to all; (2) it violates the constitutional prohibition
of the state preferring one religion over another or compelling a person to worship against his or
her consent; and (3) violates the prohibition of direct government support for religion through the
use of public funds for the benefit of any religious or theological institution. The court denied
the motion for a preliminary injunction. As regarding the state’s duty to provide free public
schools, the court stated that the “Indiana Supreme Court has long understood the “all suitable
means’ clause to permit the General Assembly, not the courts, taxpayers or school corporations,
to decide what ‘means’ are ‘suitable’...even if the legislature goes beyond creating a “‘general

and uniform system of common schools.”” As has been decided earlier in Illinois, education is a
legislative issue, not a judicial issue. As regarding forced worship, the court found the purpose
of the provisions was intended to protect citizens from being forced to tithe or similarly coerced
to support churches. Because the CSP was religion neutral, the money went directly to families
and not religious institutions, enrollment was ultimately a private choice and did not run afoul for
the Indiana Constitution.

Larue v Colorado Bd. of Educ., Nos. 11-4424/11-4427 (Dist. Ct. Colo. Aug. 12, 2011): This

IS yet another voucher case, wherein taxpayers, students, and parents asked the court to enjoin a
state enacted voucher program, the Choice Scholarship Program (CSP). Unlike the outcome in
Indiana, however, the Colorado District Court did issue a permanent injunction prohibiting the
Douglas County School District from implement that CSP. The court found no merit in the argu-
ment that the religion provisions in the Colorado Constitution imposed no greater restriction than
the federal Establishment Clause “because it is premised on the idea that the framers of the Colo-
rado Constitution must have debated, drafted, and ratified these provisions without purpose...
ignoring the detailed language of Colorado’s religious constitutional provisions.” The court went
on to emphasize that, while the Supreme Court has found certain voucher programs to not violate
the Establishment Clause, such decisions did not mandate or require a state to participate in such
funding; this court was not prepared to mandate that the taxpayers of Colorado foot the bill for
private religious education. “Because the scholarship aid is available to students attending el-
ementary and secondary institutions, and because the religious Private School Partners infuse re-
ligious tenets into their educational curriculum, any funds provided to the schools, even if strictly
limited to the cost of education, will result in the impermissible aid to Private School Partners to
further their missions of religious indoctrination to purportedly “public’ school students.” Under
the Colorado Constitution, the court found: “Specifically, public school students participating in
the Scholarship Program should not be subject to: (1) religious qualifications for admission; or
(2) compelled attendance at religious services and mandatory religious instruction.”

Schmidt v Des Moines Pub. Sch., No. 10-3411 (8th Cir. Sept. 14, 2011): Lisa and Michael
Schmidt shared joint custody of their three children, but Michael had primary physical custody.
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Lisa had a set visitation schedule when she could see the children. Additional visitation could
occur “as mutually agreed to by and between the parties so as not to interfere with the health,
education, and welfare of the parties’ minor children.” The problem started to arise when Lisa
attempted, without Michael’s knowledge or agreement, tried to visit the children at school. The
school’s policy was that it would obey court orders, and it was the responsibility of the custodial
parent to provide documentation of any restrictions. On advice of district counsel, the school
denied Lisa’s request to see the children during school unless Michael had notified that district
that he had agreed to such visitation. Lisa filed suit, but summary judgment was granted to the
school district because the court found that the school district had not violated the non-custodial
parent’s rights. The lower court was unanimously affirmed by the Eighth Circuit. Regardless of
the non-custodial parent’s theoretical liberty interest in association with her children, such inter-
est was not fundamental and could be, and was, limited by the divorce decree.

SpeciAL EDUCATION

F.D. v Newburyport Pub. Sch., Nos. 10-1241/10-1251 (1st Cir. Aug. 19, 2011): The parents of
E.D. unilaterally placed E.D. in a private school in Connecticut. They filed for reimbursement
of tuition. The Massachusetts Bureau of Special Education Appeals (MBSEA), while agreeing
that the placement chosen by Newburyport to be inappropriate, denied reimbursement ordering
instead that the parents consider other nearby public schools rather than the out-of-state private
school. Prior to the start of the next school year, but after filing the claim, the parents moved to
Connecticut. From Connecticut the parents appealed the decision of the MBSEA and also re-
quested payment of attorney’s fees as allowed under the IDEA. The district court found in favor
of Newburyport, stating that the parent’s move to another state rendered the case moot. “As the
parents no longer reside in Newburyport, the Newburyport Public Schools are under no obliga-
tion to provide any educational or special educational facilities.” The First Circuit reversed and
remanded, holding that the parent’s move did not make the action moot. The parent’s claim for
tuition reimbursement was for the school year during which they continued to reside in the New-
buryport district. “The fact that the Does later moved owing to financial straits as NPS denied
reimbursement and the proceedings dragged on does not on its face moot these claims.” The
court determined that the suit was not prospective, but was based on failures occurring when the
parents were residents of the district.

Payne v Peninsula Sch. Dist., No. 07-35115 (9th Cir. Jul. 29, 2011): D.P., a special educa-
tion student with an IEP, was in a self-contained special education classroom in the elementary
school. In attempts to address his behavioral issues, one method used was placing him in a “safe
room” for a time-out. The use of this method of discipline became a problem with his parents;
they saw it as aversive therapy and requested that it not be used. The issue was mediated and,
while D.P. was to be moved to another school, the methods of behavior modification to be used
were never discussed. Ultimately D.P. was withdrawn from school and home schooled. The
mother filed suit. Her claims were based on the use of the “safe room.” The district court dis-
missed for lack of subject matter jurisdiction for failure to exhaust administrative remedies
available under the IDEA. In its original ruling, the Ninth Circuit affirmed the decision of the
lower court. Upon a rehearing en banc, the Ninth Circuit affirmed in part and reversed in part,
the decision of the lower court. The basic issue with which the court wrestled was whether,
through the wording of the IDEA, failure to exhaust administrative remedies limited the court’s
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subject matter jurisdiction. “The provision is written as a restriction on the rights of plaintiffs

to bring suit, rather than as a limitation on the power of the federal courts to hear the suit....
Nothing in the relevant jurisdictional statutes requires exhaustion under the IDEA.” The court
concluded that the IDEA provided sufficient flexibility to allow subject matter jurisdiction to
pass to the federal court. As to whether the IDEA exhaustion requirement applies to claims for
relief that are available under the IDEA, the court stated, “non-IDEA claims that do not seek
relief available under the IDEA are not subject to the exhaustion requirement, even if they allege
injuries that could conceivably have been redressed by the IDEA.” Consequently, it was decided
that non-IDEA claims should not be dismissed on exhaustion grounds. Did that mean, then, that
IDEA exhaustion requirements can be circumvented by limiting claims to money damages? The
court found that the IDEA requires exhaustion of administrative remedies in three instances: (1)
when a plaintiff seeks an IDEA remedy or its functional equivalent; (2) where a plaintiff seeks
prospective injunctive relief to alter an IEP or the educational placement or a disabled student; or
(3) where a plaintiff is seeking to enforce rights that arise as a result of a denial of FAPE.
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Online Social Networks:
Have K-12 Students Lost their Privacy or Given it Up?

Daniel Melchin
Juris Doctor, Nova Southeastern University, Shepard Broad Law Center

. Introduction

Over 50,000 photos were taken of students, without their knowledge, while in their own
homes by a school district that provided them laptops with webcams.! The Lower Merion School
District in Massachusetts wanted to give its students access to school resources “24/7.”% Blake
Robbins, a student at Harrighton High School in the Lower Merion School District, took his lap-
top home one day, like all the other students had, including his eighteen-year old sister.® Blake’s
favorite candy is Mike and Ikes and he ate them so much his mother even said he was addicted
to them.* On November 11, 2009, Blake’s Vice-Principal called Blake into his office.® The Vice-
Principal reprimanded Blake for “improper behavior in his home.”®

The Vice-Principal had thought Blake was taking and dealing drugs.” The evidence the Vice-
Principal had was pictures of Blake eating Mike and Ikes taken in his home from a webcam on
his school-provided laptop.® The webcam had taken the pictures and remotely transmitted them
to a school official.®

Society has become more technologically advanced than ever before, allowing government
officials to see more information about each person. The Founding Fathers knew of the abuses of
the English Crown who used “general warrants” to search homes without cause or reason.'® To
combat the idea of general warrants the Fourth Amendment was created and unequivocally stated
that “The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated...”** K-12 institutions have been
demanded to hand over their private passwords to social networking sites or face punishment.*2
A Florida high school student, frustrated by his school’s poor academic performance, created a
Facebook group critical of the school’s academic standing and was unanimously expelled by a
group of teacher’s from the school honors society.™ It has long been recognized by the United
States Supreme Court that “students do not shed...their constitutional rights at the schoolhouse
gate.”** The Supreme Court has applied both the Fourth Amendment®® and the First Amendment*®
to students in school settings.

This note will examine why students in K-12 settings, who restrict their online social net-
work profiles, are protected under the Fourth Amendment because by limiting their profiles they
have created a legitimate expectation of privacy protected by the Fourth Amendment. The note,
while applicable to any online social network, primarily focuses on Facebook since it is the larg-
est, and fastest growing, social network.'” Part 11 elaborates on how social networking sites work
with brief summaries of the technology. Part 111 will discuss the Fourth Amendment and how it
has been interpreted by the Courts and protections given to modern technologies by the Fourth
Amendment. Part IV will describe how students who have limited the people who can view their
online social networking pages have a legitimate expectation of privacy and are thus protected by
the Fourth Amendment. The fourth section will conclude with suggestions on how schools can
develop policies that are not violative of the Fourth Amendment.
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I1. Defining Social Networks

Facebook is the most popular of all social networks with over 1.9 billion views to its web-
site in January 2009.'® Facebook has 400 million active users with fifty percent of those logging
onto Facebook in a given day.'® Facebook was created in 2004 by Mark Zuckerberg, at the time
allowing only a select few students at certain colleges to sign up.?° In September 2005, Facebook
allowed high school students to register with the site.?! One year later Facebook opened its regis-
tration to anyone, regardless of school affiliation or lack thereof.?> Once an e-mail address, name,
and optionally a high school or college affiliation are provided one is then permitted to create a
profile and to locate real life friends who are also registered with the site.?* Upon completing the
initial registration one must then create a profile.?

A profile is one’s presence on the specific social network and on Facebook contains basic
information, such as name, birthday, hometown, etc. along with more intimate information such
as address, educational background, favorite quotes, etc. At this point one would be able to sub-
mit a picture of him or herself that could be seen by the entire Facebook community.?® Facebook
allows a person to include as much, or as little, information about him or herself as they desire.?’
Once a profile has been created one can then search for friends, submit photos, and keep their
profile up-to-date.?® Facebook allows users to upload photos of themselves or their friends to
Facebook and “tag” those photos with the names of the people in them.?® A “tag” can be undone
by the person who is tagged but a photo may only be removed by the person who originally up-
loaded the photo, thus while a tag may be removed by the person who is tagged, the photo itself
remains on Facebook without the tag, unless removed by the original poster of the photo.*® Up-
loading a photo can be done from a cellular phone, provided that the phone has a camera on it.%

Facebook distinguishes between information that is publicly available and information that
is not publicly available.® Publicly available information is information from one’s profile that
is accessible to anyone in the Facebook community, whether one is friends with them or not.*
The information includes one’s name, profile picture, gender, and current city among other basic
information.** Facebook allows you to control specifically what information you want the public
to be able to see and what information you want only your friends to be able to see.* Facebook
allows you to determine which friends, or which group of friends, can see specified information
in your profile, thus creating what is called a limited profile.*® Facebook’s privacy policy per-
mits the company to share your information with government entities if they have a “good faith
belief” that they are required to do so.%

I11. The Fourth Amendment and Social Networks

This part will focus on three sections regarding the application of Fourth Amendment law
and will start with A) defining what is protected and not protected by the Fourth Amendment, B)
the traditional exceptions to the Fourth Amendment, C) the application of the Fourth Amendment
to students in K-12 settings, and D) the application of the Fourth Amendment to the internet.

A. Defining What is Protected and Not Protected by the Fourth Amendment:
The Two Prong Test

In 1967, in Katz v. U.S., the Supreme Court held that “the Fourth Amendment protects people,
not places.”® The Court went on to say that if a person exposes something to the public such is

Vol. 31, No. 5, 2011, pp. 49



Illinois State Education Law and Policy Journal
September 2011

not protected by the Fourth Amendment, even if the very things exposed were in one’s home or
office.** However, the Court elaborated by proclaiming that “...what [a person] seeks to preserve
as private, even in an area accessible to the public, may be constitutionally protected” (emphasis
added).* The Katz Court went against a narrow interpretation of the Constitution when it upheld a
phone booth as a constitutionally protected area, because to interpret the Constitution “more nar-
rowly is to ignore the vital role that the public telephone has come to play in private communica-
tion (emphasis added).”** The Court recognized the “vital role” the telephone booth became in so-
ciety, but in 1998 there were 2.1 million payphones, which diminished to about 1 million in 2006.%

In Justice Harlan’s concurring opinion in Katz he stated that a two prong test would be used to
determine whether a person had a legitimate expectation of privacy in regards to a specific place or
area and if either prong failed then no such expectation existed and no search, in the constitutional
sense, occurred.® This was a “forward-thinking” approach by the Supreme Court because it would
help the Court in assessing future Fourth Amendment applications to ever changing societal condi-
tions and evolving issues of privacy.* Justice Harlan’s concurrence was subsequently affirmed by
the United States Supreme Court as the “touchstone of [Fourth Amendment] analysis.”*

The first prong looks to whether the person in question exhibited an actual, subjective, expec-
tation of privacy with regards to the area in question.*® The Supreme Court has held that there is
no expectation of privacy in information one voluntarily gives to a third party, even if that person
subsequently gives the information to the police.*’

Information voluntarily handed over to a third party is no longer protected by the Fourth
Amendment and the third party can choose to give such information to any party it chooses,
including the government.®® In 1976, in U.S. v. Miller, the Supreme Court held that bank records
were not protected by the Fourth Amendment because by choosing to transact business with a
bank the customer was voluntarily handing over their information to a third-party.*® Although
Miller never mentioned any application toward non-bank business records, it has been inter-
preted to mean there is no expectation of privacy in all business records handed over to third
parties.>® Congress, subsequent to the Miller decision, enacted legislation superseding Miller and
requiring law enforcement personnel to issue a summons to the person whose records they are
requesting while also requiring the police have a “legitimate law enforcement inquiry.”®* Further-
more, many state courts have rejected the Court’s narrow Miller analysis through more expansive
privacy rights found in their state constitutions.? The Court decided Miller in 1976—Ilong before
the wide acceptance and use of the internet.>

The second prong of the Katz test applied an objective standard and looked to whether so-
ciety was prepared to recognize the expectation as reasonable.> The Supreme Court has given
three considerations to be considered to determine whether an expectation of privacy is objec-
tively reasonable—first, whether the expectation is one based upon tradition or recognized by
statute, second, the way in which the area in question may be used, and third, whether the person
claiming Fourth Amendment protection “manifested that interest to the public in a way that most
people would understand and respect.”® In dicta the Court discussed normal considerations un-
der this prong may not be applicable to non-spatial or non-physical spaces.®

B. Traditional Exceptions to the Fourth Amendment

Searches conducted without a warrant, and thus without judicial oversight, are considered
“per se unreasonable.”®”*8 However, there are some traditional exceptions to the warrant require-
ment, despite whether a specific area passes the Katz test.>® Consent to search, plain view, and
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open fields are some traditional exceptions.®® The plain view exception allows the police to seize
evidence without a warrant if—the police officer is “lawfully located” in an area where he can
see the incriminating evidence, the “incriminating character” of the evidence the officer sees

is “immediately apparent,” and the officer may legally access “the object itself.”®* Consent is
another exception to the warrant requirement, but such consent must be voluntarily given.®? Third
party consent may also be given to search another person’s property if the property itself is sub-
ject to joint access and control for most purposes by the third party and the party in question.%
The Supreme Court in Matlock limited third party consent by justifying the authority of such
consent, not upon traditional ideas of property law and ownership, but upon the:

mutual use of the property by persons generally having joint access or control for most
purposes, so that it is reasonable to recognize that any of the co-inhabitants has the right to
permit the inspection in his own right and that the others have assumed the risk that one of
their number might permit the common area to be searched.

In differentiating traditional property ownership from “mutual use” the Supreme Court has
held that a hotel clerk did not have joint access and control to consent to the search of a guest’s
room.®® The “Open Fields” doctrine states that a person has no expectation of privacy in activities
conducted outdoors.®

C. The Application of the Fourth Amendment to Students in K-12 Settings

This section will begin by examining the standards of evidence required under the Fourth
Amendment to constitutionally search a protected area and will then discuss how the Fourth
Amendment applies in K-12 settings.

1. The Two Standards of Fourth Amendment Searches and Seizures: Probable Cause
and Reasonable Suspicion

There are two standards of the level of suspicion required with regards to constitutional
searches and seizures.®” The first standard is probable cause which

[E]xists where “the facts and circumstances within [an officer’s] knowledge and of which
[he] had reasonably trustworthy information [are] sufficient in themselves to warrant a man
of reasonable caution in the belief that an offense has been or is being committed,’...and that
evidence bearing on that offense will be found in the place to be searched.®®

Probable cause is required in order for a state actor, such as law enforcement, to search a
constitutionally protected area.®® Reasonable suspicion is a lower standard than probable cause
but requires more than a “mere hunch.””® When determining reasonable suspicion, one must look
to the “particularized and objective” facts involved in any particular situation while examining
the “totality of the circumstances” when assessing whether reasonable suspicion actually exists.”
Reasonable suspicion requires “considerably less” evidence than a preponderance of the evi-
dence standard.” Generally, the probable cause standard is substituted for reasonable suspicion,
a lower standard, “where a careful balancing of governmental and private interests suggests that
the public interest is best served by” the use of the lower reasonable suspicion standard.”™

2. The Fourth Amendment Standards that are Applied in the K-12 Setting

Teachers and school administrators, in public schools, are considered state actors and subject
to constitutional safeguards.” In the school setting, the reasonable suspicion standard is ap-

Vol. 31, No. 5, 2011, pp. 51



Illinois State Education Law and Policy Journal
September 2011

plied to searches of students conducted by school administrators and a search is constitutionally
reasonable if “the measures adopted are reasonably related to the objectives of the search and not
excessively intrusive in light of the age and sex of the student and the nature of the infraction.””
The landmark case of N.J. v. T.L.O. established that K-12 students are protected from unreason-
able searches and seizures and teachers are agents of the state.” Furthermore, the Court held

that a warrant was not required in the school setting for searches of students, but that reasonable
suspicion, not probable cause, was sufficient for a search to be reasonable.’’

With regards to searches of students, the Supreme Court maintained the use of a “twofold in-
quiry” in determining whether a search of a student is reasonable—whether the search was “jus-
tified at its inception” and whether the search was “reasonably related in scope” to what is being
searched for.”® A search is “justified at inception” if reasonable suspicion that evidence that the
student violated a school rule or the law will be discovered by the search.” The scope is reason-
able when the search is “reasonably related” to what is being sought and “not excessively intru-
sive” while keeping in mind the “age and sex of the student and the nature of the infraction.””¢

The Supreme Court has yet to conclusively decide the rights of students off school property,
but various courts have held that schools may punish students for off-campus activities that
have a “direct and immediate effect on the discipline or general welfare of the school.”® Federal
courts have generally sided with schools in imposing punishment on students for non-school re-
lated conduct committed off campus.®? Schools have been given broad authority to punish pupils
for off campus activities when such activities ridicule the school or teachers to an extent that it
impairs their authority.® While off campus discipline is related to the topic of this note it will not
be addressed specifically.

D. The Application of the Fourth Amendment to the Internet

The United States Court of Appeals for the Armed Forces held in U.S. v. Maxwell that there
was an expectation of privacy in e-mails sent to another person and stored on an internet service
provider’s servers.2* The Supreme Court has not spoken directly on email transmissions with re-
gards to the Fourth Amendment.® In 2009, 90 trillion e-mails were sent online averaging 247 bil-
lion messages a day.® In comparison, the United States Postal Service handles 212 billion pieces
of mail per year.®” The Maxwell Court compared internet communications, such as e-mails, to
physical letters, thus entitling the internet communications to the same level of privacy and
Fourth Amendment protection, even if stored on a remote internet service provider’s servers.
The Court also held that a message sent to the public at large, such as a chat room, or an e-mail
sent to many people may lose its expectation of privacy.®® The Sixth Circuit has held that no le-
gitimate expectation of privacy existed when a user of an online bulletin board sent an e-mail to
all the members of that bulletin board.*® Generally, employees have no legitimate expectation of
privacy on their employer’s computers, but the use of a password may suggest that the employee
had a legitimate expectation of privacy to files on that computer.®*

IV. Students Who Limit Who Can View Their Profiles Have a Legitimate Expectation
of Privacy in Their Limited Profiles

This section will address the application of the Katz test to social networks. First, the first

prong of the Katz test—whether students “exhibited an actual expectation of privacy”—will be
discussed and applied to limited profiles. Second, the second prong of the Katz test—whether
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students’ expectations or privacy on limited profiles are “expectation[s] society is prepared to
accept as reasonable”—will be discussed and applied to limited profiles. Third, the traditional
exceptions to the warrant requirement of the Fourth Amendment will be discussed in the context
of limited Facebook profiles. Finally, the appropriate standard of suspicion required for investi-
gating limited student profiles will be assessed.

A. Students Using Limited Profiles Exhibit an Actual Subjective Expectation of Privacy

Students satisfy the first prong of the Katz test if they properly limit their profiles from view
from school administrators. The first prong of the Katz test requires that the person in question
exhibit an actual, subjective expectation of privacy of the area in question.®? When students create a
limited profile on Facebook these students are expressing their desire to make information they put
on their profiles private, or limited to only certain people. By limiting a profile to specific people,
usually friends, there is little question that students who do so have an actual, subjective expecta-
tion that the privacy settings will keep their information private or limited to whom they choose.

It may be contended that Facebook profiles are not protected by the Fourth Amendment
because the user has voluntarily handed over his or her information to a third party, Facebook. In
Guest v. Leis, the Sixth Circuit Court held that subscriber information on an online bulletin board
was not protected by the Fourth Amendment because the user had voluntarily handed over such
information to a third party, the bulletin board operator.®® In Guest, the users argued that their
subscriber information such as their names, addresses, and passwords was protected, because
their message postings, which were the target of a criminal investigation, were publicly posted.*
Since the postings were publicly posted they would not have been entitled to protection under
the two-prong test, since the users failed to exhibit even a subjective expectation of privacy, thus
the argument was not over the posts but the subscriber information that was not publicly posted.
However, there is no argument that a Facebook profile with no privacy limits on it would have no
expectation of privacy, nor is it argued that law enforcement could request subscriber information
from Facebook, since that is voluntarily given to Facebook.

Limited Facebook profiles, unlike the public postings on the bulletin board in Guest, are
not visible, and not public, to anyone who is not allowed to see them, thus creating a subjective
expectation of privacy in those profiles. Undeniably users of an online bulletin board system, in
which their messages are to be sent to any user registered with the bulletin board, would have no
subjective expectation of privacy because the sender has demonstrated no desire to keep his or
her transmission private. However, were the bulletin board system to be limited to friends of the
person sending the message then a subjective expectation of privacy would have existed because
the sender of any message would intend his messages to go only to his or her friends.

A Facebook profile is not a record maintained by a business, but similar to a virtual safety
deposit box and thus a user has a legitimate expectation of privacy with regards to his or her
profile. The Sixth Circuit Court of Appeals has held that one does have a legitimate expectation
of privacy in a safety deposit box in a bank.*® The Supreme Court held in Miller that there is no
legitimate expectation of privacy in one’s bank records because the information was voluntarily
handed over to a third party.®® Thus, one could contend that information, such as a Facebook pro-
file, is voluntarily handed over to Facebook thus vitiating any subjective expectation of privacy
in one’s limited profile.

The contention that an online profile is a record voluntarily handed over to Facebook is dis-
ingenuous because it places emphasis on a Facebook profile being equivalent to a record such as
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a phone number dialed or a bank record. In Miller, the Supreme Court held that a person has no
legitimate expectation of privacy in bank records because the information, primarily checks and
transactions, was voluntarily handed over to the bank and a person could expect a bank to exam-
ine their records in the regular course of business.®” However, bank records are business records
and when one turns over information to a business it is expected that business would have to
track such information. Furthermore, the Miller Court held that no expectation of privacy existed
because one could expect a bank employee to see the checks and deposit slips in the regular
course of business, such as by cashing the check for the customer.®

Facebook profiles are not business records in the traditional sense because they are personal
profiles with personal information, not containing any business-like attributes. Furthermore,
Facebook employees are not expected, in the regular course of their business, to examine every
change to a user’s profile — a user does not submit his or her profile updates, and wait for approv-
al as a bank check must, but rather submits an update which takes immediate effect. A Facebook
profile is analogous to a safety deposit box in a bank—while a third party has physical control
over the box one is paying for that box to be kept secret. Arguably, Miller would likely have been
decided differently had the government requested the bank to hand over the contents of a safety
deposit box. On Facebook, while one does not actually pay Facebook for hosting their profiles
one “pays” Facebook by allowing ads to be generated alongside the site.%

Information generated by Facebook regarding a user’s number of log ins, number of friends,
or who the person was friends with could all arguably be considered similar to the records in
Miller and not subject to Fourth Amendment protections. Finally, it is conceded that a student
who is a friend with another student that sees a picture depicting illegal conduct who then hands
that picture over to the school would have been a third party conveyed information by the user
and that third party would be allowed to turn over anything he or she could see to the police or
school, since the student whose profile was being searched allowed that person to see it.1®

A limited profile, simply because it is visible to many people, does not vitiate the subjective,
actual expectation of privacy a user may have because the person, by limiting the profile to only
friends, is effectively forbidding all others from viewing it and not reasonably expecting the for-
bidden persons to view it. Facebook profiles, when limited to friends only, would be substantially
equivalent to an online bulletin board limited to only friends of each member. In People v. Torres,
the Illinois Court of Appeals held that the fact that an area is in public, or viewable by many people,
does not necessarily mean there is no Fourth Amendment protection if the person shows a desire to
keep something private.'®

Similarly, simply because many people can view a limited profile does not mean that a person
did not demonstrate a desire to keep that profile private from all other people. A limited profile
is analogous to a bulletin board locked behind a door in which friends are given keys to. There
would be no question that such a physical bulletin board, hidden behind a locked door, would be
subject to Fourth Amendment protections thus limited Facebook profiles must be subject to the
same protections. Thus, there is no less privacy in a limited profile than a person would have in
his home to which many friends had keys to—it is not the number of people who may access the
area in question, but whether the person asserting a Fourth Amendment right had a subjective
expectation of privacy.

A student exhibits a subjective expectation of privacy in a limited profile by the very act of
limiting his or her profile from others and by taking steps designed to ensure only those people her
or she desires may see it. A limited Facebook profile, since it can be accessed by password only
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or by those friends allowed access, is similar to a locked area in which multiple people have keys
to. In Truloch v. Freeh, the Fourth Circuit Court of Virginia held that a computer, locked with a
password, was considered an area protected by the Fourth Amendment not because of the pass-
word itself, but because by creating a password the defendant “intended to exclude...others from
his personal files” and thus took affirmative steps to keep his information private.**? The password
itself was not the reason the court held that an expectation of privacy existed, but the user’s act of
using a password to prevent others from accessing it. Similarly, the user of a limited Facebook pro-
file must adjust his or her privacy settings to allow only his friends, whom he or she approves, to
see his or her profile thus taking affirmative steps to prevent others from seeing his or her profile.
The United States Court of Appeals for the Armed Services held in U.S. v. Maxwell that pri-
vacy expectations diminish depending upon the “type of e-mail” and the “intended recipient.”1%
The Court held that messages sent to large audiences or the public at large, like chat rooms, would
certainly have no expectation of privacy.* Facebook, however, is different. There are no messages
in the traditional sense—only updates or changes to one’s profile, including additional pictures.
Thus, a Facebook profile is not analogous to a mass e-mail or open chat room because only a
select number of people can view the profile. Furthermore, the profile itself is a single “message,”
not one being sent to hundreds of people, but one message viewed by many. It would be similar to a
physical bulletin board under lock and key in which multiple people visit. Therefore, a student taking
affirmative steps to limit his or her profile has espoused an actual, subjective expectation of privacy.

B. Expectations of Privacy Regarding Limited Profiles on Social Networks are
Expectations that Society is Prepared to Accept as Reasonable

A student’s expectation of privacy in a limited profile on a social network is an expectation
that society is prepared to accept as reasonable. The second-prong of the Katz analysis is whether
the expectation of privacy is one in which society is prepared to accept as reasonable.'®® There
are three traditional considerations espoused by the Supreme Court that must be considered to
determine whether the expectation is reasonable—first, whether the expectation is one based
upon tradition or recognized by statute, second, the way in which the area in question may be
used, and third, whether the person claiming Fourth Amendment protection “manifested that
interest to the public in a way that most people would understand and respect.”*° These consid-
erations are not completely helpful in a modern, virtual setting and the Supreme Court stated in
dicta that such considerations may not be applicable to non-spatial or non-physical spaces.'”
Virtual settings, such as Facebook, are arguably non-spatial and thus the traditional test for
whether an expectation is one which society is prepared to accept is not applicable. Thus, when
dealing with virtual online social profiles, the courts should look to, in determining whether an
expectation of privacy is one which society is prepared to accept as reasonable, several different
factors . First, whether a person’s actions in making their information private were reasonable.
Second, whether that person “manifested that interest to the public in a way that most people
would understand and respect.”1%

The reasonableness of one’s actions should be determined by looking to whether that person
could take any further actions to accomplish his or her privacy goals and whether a reasonable per-
son would have taken further action to ensure those privacy goals. This would be an objective test
and it would not be necessary for a student to exhaust his or her privacy settings to ensure maxi-
mum privacy to an extent no reasonable person would take (this would be self-defeating since the
ultimate way to ensure privacy would be to delete one’s profile), but only that the extent to which
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they made their profile private was reasonable and no further reasonable steps could be taken. Fur-
thermore, the standard, since it is part of the second-prong of the Katz test, is an objective one.

A student making his or her online profile limited to only his or her friends by adjusting his
or her privacy settings, thereby prohibiting all others from seeing his or her profile, has taken
reasonable actions to make their information private. The action is reasonable because, in virtual
media, there is no other way to prevent others from seeing information one has posted. Argu-
ably, one could refrain from posting that information in the first place, or take it down, but the
test should not focus on what actions the student failed to do, but what actions the student actu-
ally did. Furthermore, the student, by making his or her profile limited, would “manifest that
interest in a way that most people would understand...” because by limiting a profile from view
from others most people would understand that, if they are the excluded parties, they are not al-
lowed to view that profile. Therefore, a limited profile meets the new standard for online social
networks and thus limited profiles would be areas in which an expectation of privacy is one that
society is prepared to accept as reasonable.

C. The Traditional Exceptions to the Warrant Requirement of the Fourth Amendment Do
Not Apply to Social Profiles That Are Limited

The traditional exceptions to Katz—items in plain view, consent, and open fields—are not
applicable to limited profiles on social networking sites. The “open fields” doctrine is not apt in
comparison to a limited profile. Open fields have, under the common law, never been subject
to Fourth Amendment protection.’® The Supreme Court has stated that the open fields excep-
tion applies so long as the public can see or physically access the field.'° Limited profiles do not
share the same characteristics of the “open fields” doctrine because profiles are not areas of land
in which one can physically walk. On the contrary, limited Facebook profiles may not even be
viewed by persons not allowed to do so, whereas an open field could be viewed by the public.
Furthermore, unlike open fields, which can be viewed by the public, limited profiles by definition
cannot be viewed by the public and are restricted.

Another traditional exception that is not applicable is consent, more specifically third party
consent which requires joint access and control for most purposes of the area in question.!'! Joint
access and control for most purposes of a specific area, such as husband and wife in their home,
allows a third party to give consent to search an area of “mutual use.”*2

Even though Facebook may have physical possession of profiles on their servers such evi-
dence is not sufficient to satisfy joint access and control for most purposes. The Supreme Court
has held that hotel owners have no right to consent to a search of a guest’s room*** and landlords
have no right to consent to search of tenant’s room.** The foundation of these holdings was “mu-
tual use” (or lack thereof) of the property, not technical ownership of it. There was no dispute in
either cases that the property owners owned the property and that the tenant or guest did not, but
the court looked to the “mutual use” of the property, not its ownership.'* The Matlock Court held
that to determine “mutual use” one must look to the relationship between the parties—the third
party and the other party—or whether the third party had “common authority” over the place to
be searched.™® Furthermore, the Matlock Court required that third party consent be reasonable
and that the actual property owner could reasonably know that the third party might inspect the
property in his own right.” Since joint access and control for most purposes is not based on tra-
ditional property rights, but on “mutual use”, it is unequivocal that Facebook does not mutually
use Facebook profiles and thus lacks the ability to consent to a search.
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Facebook’s privacy page states, “You own all of the content and information you post on
Facebook...” and further states Facebook will only utilize photos and content on one’s profile
“subject to your...privacy settings.”*® Joint access and control for most purposes is not premised
on traditional property rights, but upon “mutual use” of the actual object or area in question.™®
Facebook’s privacy policy clearly states that the user owns his or her own profile information, not
Facebook.'? A user would not reasonably expect, based upon Facebook’s own privacy policy, that
Facebook would alter a profile or access one’s profile in the same way the user does. Facebook is
analogous to a landlord-tenant relationship rather than a roommate or joint-tenant because there is
no relationship between the user and Facebook in the way the Matlock Court envisioned, such as
husband and wife, roommates, etc., only that Facebook physically stores the user’s profile on its
servers. Therefore, Facebook lacks the “mutual use” required to give it joint access and control for
most purposes over the user’s profile and thus cannot consent to a search of that profile.

Even if one believes Facebook may have joint access and control for most purposes the
Supreme Court has held in Ga. v. Randolph that one co-tenant’s consent cannot override the
objection the other co-tenant.*?* Arguably, Facebook and the user would, at the minimum, be
“co-tenants” of the user’s profile and by creating a limited profile the user has impliedly objected
to it being given to authorities, thus disallowing any consent given by Facebook. While Matlock
technically required the objecting tenant to be physically present for his objection to be valid, it
would be perverse to require the user to be physically present to object since there is no physical
location at all thus the user’s implied objection, by limiting his or her profile, should be sufficient
to invalidate any third party consent. Therefore, Facebook does not have joint access and control
for most purposes as to allow it to give consent to search a user’s limited profile.

The final exception that is inapplicable to limited profiles on social networks is plain view. In
Horton v. Cal., the Supreme Court espoused three criteria in order for the plain view exception
to come into play.? First, plain view requires first that the state actor did not violate the Fourth
Amendment in the first place in order to arrive at the place in which any item may be in plain
view.'?® This might be possible if limited Facebook profiles lacked a legitimate expectation of
privacy, but since limited profiles have an expectation of privacy there is no way a state actor can
see the profile without violating the Fourth Amendment. Secondly, the “incriminating character”
of the evidence must be readily observable by the state actor.*?*

Even if a state actor could satisfy the first requirement, evidence such as photos of a person
on his or her profile is not readily available on the main page of one’s profile. The state actor
would be required to click a link within one’s profile to access those photos, thus the incriminat-
ing nature of photos would not be readily observable Finally, the state actor must have lawful ac-
cess to the area where the evidence to be seized is located.*?® It is conceded that if the state actor
met the first condition that he would likely meet the final one, but if a profile is actually limited
from view from state actors then there is no lawful way a state actor can access the area in which
the evidence, the limited profile or pictures in it, is available. Thus, the plain view exception to
the Fourth Amendment does not apply to limited profiles because they are not in plain view.

D. The T.L.O. Reasonable Suspicion Standard should be Adopted for School
Administrators Wishing to Examine Limited Profiles

The Courts should apply the T.L.O. required level of suspicion to Facebook profiles and
require that school administrators have reasonable suspicion of wrongdoing in order to look at
a student’s limited profile. Facebook profiles are made and stored on Facebook servers and thus
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any searches would not, at the moment, be subject to the lesser T.L.O. standard of reasonable sus-
picion because the search would not be of a student on school property.*?® If limited profiles have
a legitimate expectation of privacy then, without applying the T.L.O. standard, they could only

be searched with probable cause that evidence of wrongdoing existed on them and would require
a warrant. The T.L.O. standard thus properly balances the interests of the school as well as the
privacy interests of the student.

Recognizing the unique nature of the school environment, along with the growing need for
administrators to ensure school safety, a reasonable suspicion standard, as the Supreme Court
has espoused in T.L.O. would be sufficient to protect K-12 students’ privacy interests. If a school
official has reasonable suspicion, along with individualized suspicion, that the student has com-
mitted illegal acts or school code violations on campus then the official should not be required
to have any further proof of wrongdoing in order to examine limited profiles of students. This
would strike the appropriate balance between the privacy interests of students using limited
profiles along with the need for the school to ensure the general welfare of students. If a student
foregoes any privacy limits on his or her profile, or does not use sufficient privacy limitations as
to prevent any member of the public from seeing his or her profile, then the student’s profile is
not protected by the Fourth Amendment.*?’

V. Conclusion

Students, in a K-12 setting, have a legitimate expectation of privacy in regards to their Face-
book profiles if they properly limit their profiles from view. This expectation of privacy exists
because students exhibit an actual (subjective) expectation of privacy by limiting their profiles.
Furthermore, expectations of privacy regarding limited profiles on social networks are expecta-
tions in which society is prepared to accept as reasonable. Schools should adopt policies in line
with student and teacher use of social networks. Schools should promulgate straightforward poli-
cies regarding social networks. These policies should be in clear and plain language and should
be issued and reissued to students on an annual basis. Schools should not attempt to obtain
waivers of any Fourth Amendment rights from students, regardless of a student’s participation in
school activities.128 An example of such a policy is as follows:

Students are not to “friend,” message, or interact with teachers or school administration on
Facebook, or any social networking site, except in the case of a bona fide emergency justifying
such use. Similarly, teachers and administrators shall refrain from the same, except in the case of
a bona fide emergency justifying such use. If a school official has articulable facts, specific to the
individual student in question, that that student has evidence of a crime or school code violation
committed on school property (if schools wish to punish students for off campus activities then
include the following instead—or has committed a crime off school property that directly affects
the general welfare of the school or is a substantial violation of school code) on their limited so-
cial networking profile then such administrator may request access to a student’s profile. Anony-
mous tips should be examined with suspicion unless there is evidence obtained elsewhere that
corroborates the anonymous tip. Students should limit who may view their profiles to persons
they find acceptable to view their profile.

Societal, and potentially even technological, changes were exactly what the Supreme Court
anticipated when it announced the Katz two-prong test for what is protected by the Fourth
Amendment.’?® The test anticipated changes in society because it did not lock the places protected
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by the Fourth Amendment into rigid, bright line areas and the court adamantly proclaimed that
the Fourth Amendment “protects people, not places” (emphasis added).*** The Court could not
foresee the proliferation of the internet, in which nearly 230,000 Americans, or 74 percent of
Americans, would have access t0.1*! The Supreme Court’s two-part test from Katz, however, is
still applicable and limited profiles on social networks readily fit within the Katz framework and
should be considered places in which a legitimate expectation of privacy for K-12 students exists.
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